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Y Motive & Definitions




“The free lunch is over. We have grown used to the idea that our programs
will go faster when we buy a next-generation processor, but that time has
passed. While that next-generation chip will have more CPUs, each
individual CPU will be no faster than the previous years model. If we want
our programs to run_faster, we must learn to write parallel programs.”

- Simon Peyton Jones, Beautiful Concurrency




in both user & kernel,
processes are executed concurrently

— possible sharing of global system resources

(e.g., shared memory, files, I/O devices)




within a smgle process, different threads ot

control may

be executed concurrently

— possible s

haring of process-local resources

(e.g., global variables, buffers, objects)




concurrency (typically) = non-deterministic
execution order

(even if scheduler is deterministic, its policies
are opaque to user processes)




e.g., determine the output...

Thread A Thread B

al print "yes" al print "no"

yesno noyes yneos




e.g., final change in count?

Thread A Thread B

al count = count + 1 bl count = count + 1

assumption: count is shared between threads




factoring in machine-level granularity ...

Thread A Thread B
al 1w (count), %rO bl 1w (count), %rO
a2 add $1, %ro b2 add $1, %r0
a3 sw %r0, (count) b3 sw %r0, (count)

answer: either +1 or +2




race conditions) exists when results are
dependent on the order of execution ot
concurrent activities




shared resourc® are the problem

or, more specifically, concurrent mutability
of those shared resources




code that accesses o .
= critical section
shared resource(s)




synchronization

time-sensitive coordination of critical sections
SO as to avoid race conditions




e.g., specific ordering of different threads, or
mutually exclusive access to variables




important: try to separate application logic
from synchronization details

- another instance of policy vs. mechanism

- this can be hard to get right!




most common technique for implementing
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synchronization is via software “

ocks”

- explicitly required & releasec
of shared resources

by consumers




Y Locks & Locking Strategies




basic idea:

- create a shared software construct that has
well defined concurrency semantics

- aka a “thread-safe” object

- Use this object as a guard for another,
un-thread-safe shared resource




Thread A Thread B

al count = count + 1 bl count = count + 1

---------------

---------------




Thread A

al count

count + 1

Thread B

bl count

count + 1

---------------




Thread A Thread B

al count = count + 1 bl count = count + 1

---------------




Thread A Thread B

al count = count + 1 bl count = count + 1

---------------




Thread A

Thread B

al count

count + 1 bl count =




locking can be:
- global(coarse-grained)
- per-resourc€fine-grained)




coarse-grained locking policy




coarse-grained locking:
- is (typically) easier to reason about
- results in a lot of lock contention

- could result in poor resource utilization —
may be impractical for this reason




fine-grained locking policy




fine-grained locking:
- may reduce (individual) lock contention
- may improve resource utilization
- can result in a lot of locking overhead
- can be much harder to verity correctness!

- common problems: deadlock & livelock




important caveats when using locks:
1. avoid starvation
2. guarantee bounded waiting

3. no assumption about relative speed of
threads (or frequency of lock requests)




start with mutex

use of lock(s) to guarantee mutual exclusion




needed granularity?

Thread A Thread B

al x =5 bl x =7




assume that individual machine-level
operations are atomic




for larger software units, atomicity requires
hardware support




approach #1: disable interrupts




0725
0726
0727
0728
0729
0730
0731
0732

__savu:
bis
mov
mov
mov
mov
bic
Jjmp

$340,PS
(sp) +,rl
(sp) ., x0
sp, (r0) +
r5, (r0) +
$340,PS
(rl)




works for UNIX v6 & PDP&11,

but doesn’t scale to multi-processor/core!




approach #2: dedicated instructions




test-and-set:

int test and set (int *lock) {

}

int r = *lock;
*lock = 1;
return r:

init: int lock = 0;

while (true) {

while (test _and set(&lock)) ;
/* Critical Section */

lock = 0;

/* Non-critical Section */




atomic exchange

loop:
movl $1, %eax
xchgl (%ebx), %eax # atomic mem/reg exchange
test %eax, %eax # check if lock val ==
jne  loop # loop if not

<Critical Section>

movl $0, (%ebx) # set lock = ©




too low level & platform dependent




) Abstraction: Semaphore
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The Little Book of
Semaphores

Second Edition

Allen B. Downey

Download the book in PDF now!

The Little Book of Semaphores is a free
(in both senses of the word) textbook
that introduces the principles of
synchronization for concurrent
programming.

In most computer science curricula,
synchronization is a module in an
Operating Systems class. OS textbooks
present a standard set of problems with
a standard set of solutions, but most
students don't get a good
understanding of the material or the
ability to solve similar problems.
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Semaphore rules

1. When you create the semaphore, you can initialize its value to any integer,
but after that the only operations you are allowed to perform are increment
(increase by one) and decrement (decrease by one). You cannot read the
current value of the semaphore.

2. When a thread decrements the semaphore, if the result is negative, the
thread blocks itself and cannot continue until another thread increments
the semaphore.

3. When a thread increments the semaphore, if there are other threads wait-
ing, one of the waiting threads gets unblocked.




Initialization syntax:

1 fred = Semaphore (1)




Operation names?

1 fred.increment_and_wake_a_waiting_process_if_any ()

2 fred.decrement_and_block_if_the_result_is_negative()
1 fred. increment()

2 fred.decrement()

1 fred.signal()

2 fred.wait()

1 fred.V()

2 fred.P()




How to use semaphores for synchronization?
1. Identity essential usage “patterns”

2. Solve “classic” synchronization problems




Y Using Semaphores for

Synchronization




Basic patterns:

1. Rendezvous
2. Mutex

3. Multiplex

4. Generalized rendezvous / Barrier
& Turnstile




1. Rendezvous

Thread A Thread B
_______ 1 statement a1 | | 1 statement b1 |
2 statement a2 2 statement b2

Guarantee: al < b2,b1 < a2




aArrived = Semaphore(0)
bArrived = Semaphore(0)

Thread A Thread B
1 statement al 1 statement bl
2 aArrived.signal() 2 bArrived.signal()
3 DbArrived.wait () 3 alArrived.wait()
4 statement a2 4 statement b2




Note: Swapping 2 & 3 > Deadlock!

Thread A

Thread B

statement al
bArrived.wait ()
aArrived.signal()
statement a2

~ 0 DN

=~ 0 DN

statement bl
aArrived.wait ()
bArrived.signal ()
statement b2




2. Mutual exclusion

Thread A Thread B

count = count + 1 count = count + 1




mutex = Semaphore(1)

Thread A Thread B

mutex.walit()
# critical section
count = count + 1
mutex.signal()

mutex.wait()
# critical section
count = count + 1
mutex.signal()




3. multiplex = Semaphore(N)

1 multiplex.wait()
2 critical section
3 multiplex.signal()




4. Generalized Rendezvous / Barrier

Puzzle: Generalize the rendezvous solution. Every thread should run the
following code:

Listing 3.2: Barrier code

1 rendezvous
2 critical point
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n = the number of threads
count = O

mutex = Semaphore(1)
barrier = Semaphore (0)
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rendezvous
mutex.wait ()

count = count + 1
mutex.signal ()

if count == n: barrier.signal()

barrier.wait ()
barrier.signal ()

critical point




rendezvous

mutex.wait ()
count = count + 1
mutex.signal ()

if count == n: turnstile .signal()

OO OIS WDN B

9 turnstile .wait()
10 turnstile .signal()

12 critical point

state of turnstile after all threads make it to 12°?
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rendezvous

mutex.wait ()

count = count + 1

if count == n: turnstile
mutex.signal ()

turnstile .wait()
turnstile  .signal()

critical point

.signal ()

fix for non-determinism




next: would like a reusabl@arrier

need to re-lockturnstile
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rendezvous

mutex.wait ()

count += 1

if count == n: turnstile.signal()
mutex.signal ()

turnstile.wait ()
turnstile.signal ()

critical point

mutex.wait ()

count -= 1

if count == 0: turnstile.wait()
mutex.signal ()

(doesn’t work!)
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turnstile = Semaphore(0)
turnstile2 = Semaphore(1)
mutex = Semaphore(1)

O©CoO~NOUITPr, WN PP

# rendezvous

mutex.wait()
count += 1
if count == n:
turnstile2.wait() # lock the second
turnstile.signal() # unlock the first
mutex.signal()

turnstile.wait() # first turnstile
turnstile.signal()

# critical point

mutex.wait()

count -= 1
if count ==
turnstile.wait() # lock the first

turnstile2.signal()  # unlock the second
mutex.signal()

turnstile2.wait() # second turnstile
turnstile2.signal()
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# rendezvous

mutex.wait ()
count += 1
if count == n:
turnstile.signal(n) ‘# unlock the first
mutex.signal ()

turnstile.wait () # first turnstile
# critical point
mutex.wait ()
count —= 1
if count == O:
turnstile2.signal (n)‘# unlock the second

mutex.signal ()

turnstile2.wait () # second turnstile




next: classic synchronization problems




[. Producer / Consumer




Assume that producers perform the following operations over and over:

Listing 4.1: Basic producer code

1 event = waitForEvent ()
2 buffer.add(event)

Also, assume that consumers perform the following operations:

Listing 4.2: Basic consumer code

1 event = buffer.get()
2 event.process()




- finite buffer

- 1 semaphore per item/space

1 mutex = Semaphore(1)
2 1items = Semaphore(0)
3 spaces = Semaphore(buffer.size())




Listing 4.11: Finite buffer consumer solution

N O Ol W N~

items.wait ()
mutex.wait ()

event = buffer.get()
mutex.signal ()
spaces.signal ()

event.process()

Listing 4.12: Finite buffer producer solution

J O T i W N =

event = waitForEvent ()

spaces.wait ()
mutex.wait ()
buffer.add(event)
mutex.signal ()
items.signal ()




I1. Readers/Writers




categoricamutex




Listing 4.13: Readers-writers initialization

1
2
3

int readers = 0
mutex = Semaphore(1)
roomEmpty = Semaphore(1)




Listing 4.14: Writers solution

1 roomEmpty.wait()
2 critical section for writers
3 roomEmpty.signal()




Listing 4.15: Readers solution
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mutex.wait()
readers += 1
If readers ==
roomEmpty.wait() # first in locks
mutex.signal()

# critical section for readers

mutex.wait()
readers -= 1
if readers ==
roomEmpty.signal() # last out unlocks
mutex.signal()




> “lightswitch” pattern




Listing 4.16: Lightswitch debnition

OO NO O WDNPEP

class Lightswitch:
def _init_ (self):
self.counter = 0O
self. mutex = Semaphore(l)

def lock(self, semaphore):
self.mutex.wait()
self.counter += 1
if self.counter ==
semaphore.wait()
self.mutex.signal()

def unlock(self, semaphore):
self.mutex.wait()
self.counter -= 1
if self.counter ==
semaphore.signal()
self.mutex.signal()




Listing 4.17: Readers-writers initialization

1 readLightswitch = Lightswitch()
2 roomEmpty = Semaphore(1)

readLightswitch is a sharedLightswitch object whose counter is initially
Zero.

Listing 4.18: Readers-writers solution (reader)

1 readLightswitch.lock(roomEmpty)
2 # critical section
3 readLightswitch.unlock(roomEmpty)




recall solution criteria:
1. no starvation

2. bounded waiting

... but writer canstarve




Listing 4.19: No-starve readers-writers initialization

1 readSwitch = Lightswitch()
2 roomEmpty = Semaphore(1)
3 turnstile = Semaphore(1)




Listing 4.20: No-starve writer solution

1 turnstile.wait()
2 roomEmpty.wait ()
3 # critical section for writers
4 turnstile.signal()
5
6 roomEmpty.signal()
Listing 4.21: No-starve reader solution
1 turnstile.wait()
2 turnstile.signal()
3
4 readSwitch.lock(roomEmpty)
5 # critical section for readers
6 readSwitch.unlock(roomEmpty)




exercise for the reader: writer priority?




bounded waiting?

- simple if we assume that threads blocking

on a semaphore are queued (FIFO)
- i.e., thread blocking longest is woken next

- but semaphore semantics don't require this




> FIFO queue pattern

goal: wrap semaphores in a type that supports
FIFO wait/signal semantics




Given: non thread-safe Queue ADT

Associate local semaphore with each thread:

Listing 3.20: Thread initialization

1 local mySem = Semaphore(0)




Listing 3.22: Fifo queue solution

OO ~NO O, WNE

class Fifo:
def init_ (self):
self.queue = Queue()
self.mutex = Semaphore(1)
def wait():

def

self.mutex.wait()
self.queue.add(mySem)
self.mutex.signal()
mySem.walit()

signal():

self.mutex.wait()

sem = self.queue.remove()
self.mutex.signal()
sem.signal()




- for guaranteed bounded waiting, can
replace semaphores with FIFO queue

- we will assume that semaphores have
built-in FIFO semantics




[11. Dining Philosophers




typical setup: protect shared resources with
semaphores

Listing 4.30: Variables for dining philosophers

1 forks = [Semaphore(1) for i in range(5)]

Listing 4.29: Which fork?

1 def left(i): return i
2 def right(i): return (i + 1) % 5




approach 0: naive approach




def get_ forks(i):
fork[right(i)].wait()
fork[left(i)].wait()

def put_forks(i):
fork[right(i)].signal()

1
2
3
4
5
6
7 fork[left(i)].signal()

... deadlock!




approach 1: acquire global mutex before
acquiring forks

... inefficient (or deadlock)!




approach 2: limit # philosophers allowed to
dine with a “footman”




footman = Semaphore(4)

Listing 4.32: Dining philosophers solution #1

def get forks(i):
footman.wait()
fork[right(i)].wait()
fork[left(i)].wait()

def put_forks(i):
fork[right(i)].signal()
fork[left(i)].signal()

1
2
3
4
5
6
7
8
9 footman.signal()




approach 3: lefties vs. righties




approach 4: semaphore per philosopher

(“classical” solution)




Listing 4.33: Variables for TanenbaumOs solution

1 state = [Othinking®] * 5
2 sem = [Semaphore(0) for i in range(5)]
3 mutex = Semaphore(1)

The initial value of state is a list of 5 copies ofOthinkingO . semis a list of
5 semaphores with the initial value 0. Here is the code:

Listing 4.34: TanenbaumOs solution

1 def get_fork(i):

2 mutex.wait()

3 state[i] = OhungryO

4 test(i)

5 mutex.signal()

6 sem[i].wait()

-

8 def put_fork(i):

9 mutex.wait()

10 state[i] = Othinking®

11 test(right(i))

12 test(left(i))

13 mutex.signal()

14

15 def test(i):

16 if state[i] == OhungryO and
17 state (left (i)) != Oeatingd and
18 state (right (i)) != OeatingO:
19 state[i] = Oeating®

20 seml[i].signal()




... and many, many more contrived problems in
the little book of semaphores!




baboon crossing










e ——-




guar antecr opc€ mutex







no starvation




east/west baboon threads
semaphores & counters only
1. mutex
2. max of 5

3. no starvation




hint:

multiplex = Semaphore(5);
turnstile = Semaphore(1l);
rope = Semaphore(1);
mutex_east = Semaphore(1l);
mutex_west = Semaphore(1l);
east count = west count = ©




