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Introduction

Perm and the Witness List Provenance Models

Perm - Provenance Extension of the Relational Model

® Database system (PostgreSQL) with provenance support

® Provenance semantics: Supports several provenance
semantics

® Witness list model
® Perm Influence Contribution Semantics (\Why/Lineage-like)

® Provenance generation: PostgreSQL query dialect?

® Provenance querying: Full SQL

minus recursion

v
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Introduction

Roadmap

® Choose one supported provenance model (PI-CS)
® Explain all aspects of the system

The model itself

® Provenance Representation
® Provenance Generation

® |mplementation

® Application to data exchange + transformation provenance
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Provenance Model

Outline

Witness List based Provenance Models
Introduction

Provenance Model

Compositional Rules

Provenance Representation

Provenance Generation through Query Rewrite
Implementation
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Provenance Model

Model Overview

Requirements

@ Consistent with intuitive expectations

@ Defined for complete SQL (if possible)
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Provenance Model

Model Overview

@ Consistent with intuitive expectations
@ Defined for complete SQL (if possible)

Language feature PI-CS Why | Lineage

Aggregation X - X
Set-Operations X v X
Nested Subqueries X - -

* = partially supported
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Provenance Model

Provenance Representation

® List of input tuples
® One from each input relation
® —|eafs of algebra tree
® Or special value L (no tuple)
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Provenance Model

Provenance Representation

® List of input tuples
® One from each input relation
® —|eafs of algebra tree
® Or special value L (no tuple)

Definition (Provenance)

Provenance of tuple t in the result of query q is
® Bag of witness lists

® —Subset of W(q,l) = (RiU{L}) x...x (R,U{L})
® Bags:

W(q,l) ={<t,.

Coy by ST XMn| ¢ e Ry (=1 Amj =1)} |
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Provenance Model

Witness Lists - Example

q =D<litemid—id (sales, items)

< s, >€W(q, 1)

—
1\ .

[[l><1,te,,, 7,d (sales, /tems ]]
t; | Migros | | 100 |
ty Migros 3 3 25
t3 Coop 3 3 25
sales items
id_~price
s1 Migros i 1 100
s> | Migros 3 | 2 10
s3 Coop 3 3| 3 25

GY
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Provenance Model

Witness Lists - Example

q =D<litemld—id (sales, items)
< sy, ih >€ W(q,l)
v
([>icemia—ig (sales. items)]] —
t Migros 1 1 100
ty Migros 3 3 25
t3 Coop 3 3 25 @
sales items R1* / \ R2*
op emld
s1 Migros 1 i1 1 100
sy | Migros 3 ih| 2 10 GY
s3 Coop 3 i3 3 25
< 4
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Provenance Model

Perm Influence Contribution Semantics (PI-CS)

Similar goal as Why-provenance and Lineage
Declarative definition that derived from Lineage
® Overcomes some disadvantages

Compositional rules
® Bag comprehensions

Relational Representation

Algebraic Rewrites
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Provenance Model

Approach Roadmap

Declarative Compositional

Definition Rules —| Rewrite Rules

Relational
Query Results
+
Witness Lists

Witness Lists
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Provenance Model

Declarative Definition

Perm-Why Provenance Semantics

® Declarative definition

® Based on Lineage (Stanford, Widom)rcui et a1., 1coe »o0
® Provenance Representation
® For complex queries (nested subqueries, outer joins)

Definition (PI-CS)

PI(op,t,I)is the unique subset of YV (op, ) that fulfills the
following conditions:
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Provenance Model

Definition Conditions

Condition (1)

® The provenance of t* generates exactly t

® —FExecuting the query over the provenance returns t
o (1): [lop(calPi(op, t,)]] = {t*}
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Provenance Model

Definition Conditions

Condition (1)

® The provenance of t* generates exactly t

® —Executing the query over the provenance returns t
® (1): [[op(calPl(op, t,1))]] = {t*}

GY

v
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Provenance Model

Definition Conditions

Condition (1)

® The provenance of t* generates exactly t

® —Executing the query over the provenance returns t
® (1): [[op(calPI(op, t,1))]] = {t*}

.

OK False Positive

GY

W
Slide 9 of 43 Boris Glavic CS 595 - Hot topics in database systems: Data Provenance



Witness List
0000000000®000000000000000000000000000000000000000

Provenance Model

Definition Conditions

Condition (1)

® The provenance of t* generates exactly t

® —Executing the query over the provenance returns t
® (1): [[op(calPI(op, t,1))]] = {t*}

.

OK False Positive False Negative

1
T2
T3
T4

GY
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Provenance Model

Condition (1) - Example

SELECT *

FROM sales,

WHERE itemId =

items

id

S1
52
53

sales
shop itemld |
Migros 1
Migros 3
Coop 3

items [[><temid—id (sales, items)]]
id | price shop | mid id | price
1 100 t; | Migros 1 1 100
2 10 ty Migros 3 3 25
3 25 t3 Coop 3 3 25

Slide 10 of 43
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Provenance Model

Condition (1) - Example

® PI; = {< S1, i >}2 YES: [[Op(PIl)]] = {tl}

sales items [[><Utemid—id (sales, items)]]
shop itemld | op emld d price
s1 Migros 1 i 1 100 t1 Migros 1 1 100 4
sy Migros 3 i 2 10 ty Migros 3 3 25
s3 Coop 3 [ 3 25 t3 Coop 3 3 25 GY
v
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Provenance Model

Condition (1) - Example

® PI; = {< S1, i >}2 YES: [[Op(PIl)]] = {tl}
® PI,= {< s1,i1 >, < S, i3 >}Z NO: [[OP(PZQ)]] = {tl, tz}

® 5, + i3 irrelevant

sales items [[><Utemid—id (sales, items)]]
shop itemld | op emld d price
s1 Migros 1 i 1 100 t1 Migros 1 1 100 4
sy Migros 3 i 2 10 ty Migros 3 3 25
s3 Coop 3 [ 3 25 t3 Coop 3 3 25 GY
v
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Provenance Model

Condition (1) - Example

® PI; = {< S1, i >}2 YES: [[Op(PIl)]] = {tl}
® PI,= {< s1,i1 >, < S, i3 >}Z NO: [[OP(PZQ)]] = {tl, tz}

® 5, + i3 irrelevant

® PI3={<s,i >} NO: [[op(PZ3)]] =0

sales items [[><Utemid—id (sales, items)]]
shop itemld | op emld d price
s1 Migros 1 i 1 100 t1 Migros 1 1 100 4
) Migros 3 ip 2 10 ty Migros 3 3 25
s3 Coop 3 [ 3 25 t3 Coop 3 3 25 GY
v
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Provenance Model

Condition (1) - Example

® PI; = {< S1, i >}2 YES: [[Op(PIl)]] = {tl}

® P, = {< s1,i1 >, < S, i3 >}Z NO: [[OP(PZQ)]] = {tl, tg}
® 5, + i3 irrelevant

® PI3={<s,i >} NO: [[op(PZ3)]] =0

e PI,= {< S1,01 >, < S1,1hp >}: YES: [[OP(PI4)]] = {tl}

® |, irrelevant

sales items [[><Utemid—id (sales, items)]]
shop itemld | op emld d price
s1 Migros 1 i 1 100 t1 Migros 1 1 100
sy Migros 3 i 2 10 ty Migros 3 3 25
s3 Coop 3 [ 3 25 t3 Coop 3 3 25 GY
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Provenance Model

Definition Conditions Cont.

Condition (2)

® Each witness list contributes something to t

® Evaluating the query over the witness list = result not empty
o (2) Yw € PZ(op, ,1) : [[op(w)]] # 0
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Provenance Model

Definition Conditions Cont.

Condition (2)

® Each witness list contributes something to t

® Evaluating the query over the witness list =result not empty
o (2) Yw € PZ(op, ,1) : [[op(w)]] # 0

.

OK

{ <T1,81 >, T S1
< T4,83 >, T2 S9 oy
T3 S3
< T4,S84 >} Ty a4
v
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Provenance Model

Definition Conditions Cont.

Condition (2)

® Each witness list contributes something to t

® Evaluating the query over the witness list =result not empty
o (2) Yw € PZ(op, ,1) : [[op(w)]] # 0

.

OK False Positive

{ <T1,81 >, T1 S1 T1 S1 e
< 714,83 >, T2 S22 T2 82 oy
T3 $3 T3 S3
< Ty4,84 >
4594 } T4 S4 T4 Sa
o
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Provenance Model

Condition (2) - Example

SELECT *

FROM sales,

WHERE itemId =

items

id

S1
52
53

sales
shop itemld |
Migros 1
Migros 3
Coop 3

items [[><temid—id (sales, items)]]
id | price shop | mid id | price
1 100 t; | Migros 1 1 100
2 10 ty Migros 3 3 25
3 25 t3 Coop 3 3 25
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Provenance Model

Condition (2) - Example

e PI, = {< S1, i >}2 YES: [[Op(< S1, i >)]] = {tl}

v

sales items [[><Utemid—id (sales, items)]] .

s1 Migros i1 1 100 t Migros 1 1 100 GY
s Migros | 2 10 ty Migros 3 3 25
s3 Coop 3| 3 25 t3 Coop 3 3 25

v
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Provenance Model

Condition (2) - Example

e PI, = {< S1, i >}2 YES: [[Op(< S1, i >)]] = {tl}
® PI, = {< s1,i1 >, < S, i3 >}Z YES: [[Op(< S, i3 >)]] = {1.'2}

® 5, + i3 irrelevant

v

sales items [[><Utemid—id (sales, items)]] .
shop itemld | op emld d price
s1 Migros 1 i1 1 100 t Migros 1 1 100 GY
s Migros 3 | 2 10 ty Migros 3 3 25
s3 Coop 3 3| 3 25 t3 Coop 3 3 25
v
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Provenance Model

Condition (2) - Example

e PI, = {< S1, i >}2 YES: [[Op(< S1, i >)]] = {tl}
® PI, = {< s1,i1 >, < S, i3 >}Z YES: [[Op(< S, i3 >)]] = {1.'2}

® 5, + i3 irrelevant

® PI;—= {< Sy, I >}Z NO: [[Op(< Sy, I >)]] =0

v

sales items [[><Utemid—id (sales, items)]] .
shop itemld | op emld d price
s1 Migros 1 i1 1 100 t Migros 1 1 100 GY
s Migros 3 | 2 10 ty Migros 3 3 25
s3 Coop 3 3| 3 25 t3 Coop 3 3 25
v
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Provenance Model

Condition (2) - Example

e PI, = {< S1, i >}2 YES: [[Op(< S1, i >)]] = {tl}
® PI, = {< s1,i1 >, < S, i3 >}Z YES: [[Op(< S, i3 >)]] = {1.'2}

® 5, + i3 irrelevant

® PI;—= {< Sy, I >}: NO: [[Op(< Sy, I >)]]

® P, = {< s1,i1 >,< S1,bp >}: NO: [[Op(< S1, > >)]] 0
® |, irrelevant

sales items [[><Uitemid— id (sales ltems)]] .
shop itemld | op d P
s1 Migros 1 i1 1 100 t Migros 1 1 100 GY
s Migros 3 | 2 10 ty Migros 3 3 25
s3 Coop 3 3| 3 25 t3 Coop 3 3 25
v
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Provenance Model

Definition Conditions Cont.

Condition (3)
® Avoid subsumed witness lists

o 3)w,w eW(q,l):w=<w AwePI(q,tl)=w ¢
PL(q.t,1)

o w=<w:(Vi:w[i]=wl[i]Vvw[i]=L)AEi:wl[i]#L
Awli] =1)

® Similarity to Minimal elements for Why-provenance!

v
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Provenance Model

Condition (3) and Subsumption example

w=<t],L> w =<t th >
w’ =< t,t3 > w” =<1, t3 >
GY
v
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Provenance Model

Condition (3) and Subsumption example

w=<t],L> w =<t th >
w’ =< t,t3 > w” =<1, t3 >

e w=<w' YES

GY
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Provenance Model

Condition (3) and Subsumption example

w=<t],L> w =<t th >
w’ =< t,t3 > w” =<1, t3 >

e w=<w' YES
e vw < w: NO

GY
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Provenance Model

Condition (3) and Subsumption example

w=<t],L> w =<t th >
w’ =< t,t3 > w” =<1, t3 >

e w=<w' YES
e vw < w: NO
e w < w": YES

GY
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Provenance Model

Condition (3) and Subsumption example

w=<t],L> w =<t th >
w’ =< t,t3 > w” =<1,t3 >
e w < w': YES
e v < w: NO
e w < w”: YES
e v <w': NO
)GY
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Provenance Model

Condition (3) and Subsumption example

w=<t],L> w =<t th >
w’ =< t,t3 > w” =<1, t3 >

w < w': YES
w' < w: NO

w < w”: YES
w” < w': NO
w” < w': NO oY
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Provenance Model

Condition (3) and Subsumption example

® g=o0p(R,S)=(R-Y5)
® PI(qg,t,l)={<n,L>}

v
R > Q

E .5 - a |

n(1] o3 ali]

CS 595 - Hot topics in database systems: Data Provenance
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Provenance Model

Condition (3) and Subsumption example

® g=o0p(R,S)=(R-S)
® PI(q,t,1)={<n,Ll>}
® Tuples from S irrelevant

v
R > Q

E .5 - a |

n(1] o3 ali]

CS 595 - Hot topics in database systems: Data Provenance
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Provenance Model

Condition (3) and Subsumption example

® g=o0p(R,S)=(R-Y5)
® PI(q,t,l)={<n,L>}
® Tuples from S irrelevant
@ Eg, <n,I1l><<n,s >

R > Q
K . | a |
nl 1] 31 all]

Slide 14 of 43 Boris Glavic CS 595 - Hot topics in database systems: Data Provenance
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Provenance Model

Definition Conditions Cont.

Condition (4)

® No contributing tuples omitted

® —Provenance is maximal set fulfilling conditions (1),(2),(3)
® (4): AP D P CW(q,!I):P =(1),(2),(3)
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Provenance Model

Definition Conditions Cont.

Condition (4)

® No contributing tuples omitted

® —Provenance is maximal set fulfilling conditions (1),(2),(3)
® (4): AP P ' CW(q,1): P = (1)(2),(3)

v

OK

{ <ri,s >,
<T4,83 >,

< 74,83 >}

GY
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Provenance Model

Definition Conditions Cont.

Condition (4)

® No contributing tuples omitted
® —Provenance is maximal set fulfilling conditions (1),(2),(3)
® (4): AP D P' CW(q,1): P (1),(2),(3)

v

OK False Negative

(<r,s> )t R
< T4,84 >}

T1 51
T2 S9 GY
T3 53
T4 Sq
V.
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Provenance Model

Definition Application

Result

a
«

SELECT DISTINCT R.a
FROM R, S
WHERE R.a = S.c;

S
n 1 2 s1 1
6

N
-
W[ N
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Provenance Model

Definition Application

Provenance

{<n,s1><n,s>} Result
g

/]\

SELECT DISTINCT R.a
FROM R, S
WHERE R.a = S.c;

/]\R /I\S
m s 1

n 2 2
n[3]6] »[1]3]
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Provenance Model

Definition Application

Provenance

{<n,s1>,<n,5>} Resut
o

°

@ Returns t;

SELECT DISTINCT R.a
FROM R, S
WHERE R.a = S.c;

/]\R /I\S
m s 1

n 2 2
n[3[]6] »[1]3]
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Provenance Model

Definition Application

Provenance

{<n,s1>,<n,5>} Resut
o

°

@ Returns t;

@® Each witness list contributes SELECT DISTINCT R.a

FROM R, S
WHERE R.a = S.c;

/]\R /I\S
m s 1

n 2 2
n[3]6] »[1]3]
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Provenance Model

Definition Application

Provenance

{<n,s1>,<n,5>} Resut
o

°

@ Returns t;

@® Each witness list contributes SELECT DISTINCT R.a

: FROM R, S
©® No subsumptions TS em o B

/]\R /I\S
m s 1

n 2 2
n[3[]6] »[1]3]
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Provenance Model

Definition Application

Provenance (Example !

{<n,s1><n,s>} Resut
o
A

©® Returns t;

@® Each witness list contributes SELECT DISTINCT R.a
FROM R, S
WHERE R.a = S.c;

/]\R /I\S
m s 1

n 2 2
n[3[]6] »[1]3]

©® No subsumptions

O Cannot add anything without
breaking 1, 2, or 3
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Provenance Model

Definition Recap

Definition

Perm Influence Contribution Semantics (PI-CS) PZ(op, t, 1), the
provenance of t* from the result of op over instance /, is the
unique subset of WW(op, /) that fulfills the following conditions:

® (1): [lop(PZ(op,t, 1))l = {t*}
® (2)Vw € PZ(op, t, 1) : [[op(w)]] # 0

® (3): w,w' eW(q,l):w=<w AwePI(qt )= w &
PI(q,t,1)

® (4): AP O P CW(q,1): P (1),(2),(3)

ILLINOIS INSTITUTE p
OF TECHNOLOGY
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Provenance Model

Provenance for Queries

® Recursive definition similar to Lineage

® Query = operator(subquery): g = op(q1)
® Compute provenance for operator over result of subquery

® Substitute tuples in witness lists with their provenance
according to subquery

ILLINOIS INSTITUTE\V/
OF TECHNOLOGY
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Compositional Rules

Outline

Witness List based Provenance Models
Introduction

Provenance Model

Compositional Rules

Provenance Representation

Provenance Generation through Query Rewrite
Implementation

Recap

ILLINOIS INSTITUTE\V/
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Compositional Rules

Approach Roadmap - Compositional Rules

Declarative Compositional

Definition Rules —| Rewrite Rules

Relational
Query Results
+
Witness Lists

Witness Lists

ILLINOIS INST\TUTE\W
OF TECHNOLOGY
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Compositional Rules

Compositional Rules

® A more computable form than declarative definition

® Similar idea as for Lineage

® Prove equivalence with declarative definition

ILLINOIS INSTITUTE 4
OF TECHNOLOGY
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Compositional Rules

Compositional Rules Definition

Definition (Compositional Rules)
PL(R,t) ={< t>"|t" € R}
PI(oc(a1),t) = PLZ(qu,t)
PL(ra(qr),t) = {w" | w" € PZ(q1,u) A u.A =t}
PI(aG,agg(q1), t) = {w" | w" € PZ(q1,u) N u.G = t.G}
U{<l>] @ =0AJG| =0}
PL(q1><c g2, t) = {(w1 » w2)"™*" | wi' € PL(q1,1.Q1)
Awy" € PL(q2, t.Q2)}
PL(q1 ><c G2, t) =
{{(W 1 (q))" | w' € PZ(qu, t.Q1)} ift}he C
PZ(q1><c go,t) else

Slide 21 of 43 Boris Glavic
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Compositional Rules

Compositional Rules Definition

Definition (Compositional Rules)

PIL(q1U g2, t) = {(w »L (g2))" | w" € PZ(q1, 1)}
UA{(L (q1) » w)" | w" € PI(q2, 1)}

PZ(q1 N go, t) = {(wa » w2)™*™ | w" € PZ(q1,t)
A wj' € PL(qo, t)}

PI(q1 — 2, t) = {(w » L (q))" | w" € PI(q1, 1)}
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Compositional Rules

Compositional Semantics Example

CREATE VIEW RevenueFirstQ

SELECT Shop, sum(Revenue) AS Revenue
FROM MonthlyRevenue

WHERE Month < 5

GROUP BY Shop

_ MonthlyRevenue/Q;
RevenueFirstQ Shop | Month | Revenue

Shop Revenue | New York 1 2247 my/s1
New York 2265 t1 New York 3 18 my/sz
Wuppertal 5 9 m3

ILLINOIS INSTITUTE 4
OF TECHNOLOGY
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0000000000000000000000000000000000000000000000000
Compositional Rules

Compositional Semantics Example

q= Oéshop,sum(revenue)(ql) q1 = Umonth<5(M)
_ MonthlyRevenue/Q;
RevenueFirstQ Shop | Month | Revenue
Shop Revenue | New York 1 2247 mi/si
New York 2265 ty New York 3 18 my/sp
Wouppertal ) 9 m3

ILLINOIS INSTITUTE\W
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0000000000000000000000000000000000000000000000000
Compositional Rules

Compositional Semantics Example

q= ashop,sum(revenue)(ql) q1 = Jmonth<5(,w)

PI(q,t1) = PI(ashop,sum(revenue)(q1)7 t1)
PL(shop,sumf(revenue)(q1), t) = {w" [ w" € PL(qy, u)
A u.shop = t.shop}
PIZ(q1, t) = PI(M,t)

MonthlyRevenue/Q;
RevenueFirstQ Shop | Month | Revenue
Shop Revenue | New York 1 2247 mi/s1
New York 2265 t New York 3 18 my/sp
Wuppertal ) 9 m3 cY
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0000000000000000000000000000000000000000000000000

Compositional Rules

Compositional Semantics Example

q= ashop,sum(revenue)(ql) q1 = Jmonth<5(,w)
PI((], tl) =PI (ashop,sum(revenue)(ql)a tl)
7DI(O[shop,sum(revenue ( ) 1) = {< S1 >, < >}
PI(q1,s1) =<m >
Pz(ql,SQ) =< my >
_ MonthlyRevenue/Q;
Rl
Shop Revenue | my/s1 3
New York 2265 t New York 3 18 my /s>
Wuppertal 5 9 m3 e
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0000000000000000000000000000000000000000000000000
Compositional Rules

Compositional Semantics Example

q= ashop,sum(revenue)(ql) q1 = Jmonth<5(,w)

PI((], ty (ashop,sum(revenue)(ql)a tl)
7DI(O[shop,sum(revenue ( ) t {< mp >, < mp >}

)

)=
PL(q1,s1) =< my >
P )

(q1,%82) =< my >
MonthlyRevenue/Q;
RevenueFirstQ Shop | Month | Revenue
Shop Revenue | New York 1 2247 mi/s1 .
New York 2265 t New York 3 18 my/s»
Wuppertal 5 9 m3 e
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Compositional Rules

Compositional Semantics Example

q= ashop,sum(revenue)(ql) qir = Umonth<5(M)

PI(q, t1) = {<m1 >, < mp >}
PZ(ashop,sum(revenue (ql) 1) = {< myp >, < mp >}
PI(q1,s1) =< my >

)

PL ( q1,52) =< my >
MonthlyRevenue/Q;
RevenueFirstQ Shop | Month | Revenue
Shop Revenue | New York 1 2247 mi/si 1
New York 2265 t New York 3 18 my/s»
Wuppertal 5 9 m3 GY
V.
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Representation

Outline

Witness List based Provenance Models
Introduction

Provenance Model

Compositional Rules

Provenance Representation

Provenance Generation through Query Rewrite
Implementation

Recap

ILLINOIS INSTITUTE\V/
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Representation

Approach Roadmap - Compositional Rules

Declarative Compositional

Definition Rules —| Rewrite Rules

Relational
Query Results
+
Witness Lists

Witness Lists

ILLINOIS INST\TUTE\W
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Representation

Requirements for Provenance Representation

Problem Statement

® For each result tuple t
® Several contributing witness lists

® How to represent this information?

ILLINOIS INSTITUTE\V/
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Representation

Requirements for Provenance Representation

Problem Statement
® For each result tuple t

® Several contributing witness lists

® How to represent this information?

Requirements

@ Comprehensible for human

® Should help user to understand data
® Query-able

® Because provenance can be huge
© Relationship data and provenance

® Queries that combine both e

\,
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Representation

Provenance Representation

Problem Statement (Example !

® For each result tuple t Result
a
® Several contributing witness &

lists T

® How to represent this

information? ) SELECT DISTINCT R.a
FROM R, S
Example (Provenance) WHERE R.a = §.c;
{< rn,sy >,<n,s >} /I\ TS
R

n [ 1 2 s | 1 2

n[3 6] s[1]3]
5Y
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Representation

Provenance Representation

Problem Statement

® For each result tuple t

® Several contributing witness
lists

® How to represent this
information?

Example (Provenance)

{<n,s1 ><n,>}

® Provenance + normal tuples in
single relation

Slide 25 of 43 Boris Glavic CS 595 - Hot topics in database systems: Data Provenance
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SELECT DISTINCT R.a
FROM R, S
WHERE R.a = S.c;
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Representation

Solution

Relation with Provenance + Normal Data

® Data: result tuple + all tuples from a witness list
® Result tuple might have to be duplicated!

® Schema: + input attributes (renamed)
® Generate self-explanatory names: P(a)

Example (Normal Query Result)

R S
2 b ] .
c d| %
112 12 l
34| (113
OF TECHNOLOGY
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Representation

Solution

Relation with Provenance + Normal Data

® Data: result tuple + all tuples from a witness list
® Result tuple might have to be duplicated!

® Schema: + input attributes (renamed)
® Generate self-explanatory names: P(a)

Example (Provenance Representation)

R S Result + Provenance
b d IS 2 P(a) P(b) P(c) P(d)|
12 1]2 1 1 2 1 2
34 113 1 1 2 1 3
OFTECHNOLOGY
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Representation

Solution

Relation with Provenance + Normal Data

® Data: result tuple + all tuples from a witness list
® Result tuple might have to be duplicated!

® Schema: + input attributes (renamed)
® Generate self-explanatory names: P(a)

Example (Provenance Representation)

R S Result 4+ Provenance
B B ‘° BIECIECEION
b (12 — 1] 1 2 1 2
3| 4| OB 1 01 2 1 3

OFT t\_nNuL{)GY
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Representation

Representation Definition

Definition (Relational Provenance Representation)

The relational representation Q" for the PI-CS provenance of a
query g is defined as:

QP ={(tw w[1] » ...» w[n])™ | tP € QA w™ € PI(q,t)}

Wil = wli] if w[i] #L
null(g;) else

ILLINOIS INSTITUTE\V/
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Representation

Discussion

® Comprehensible by human?

® Yes, complete tuples

® Better than alternatives, e.g., sets of tuple ids
® Query-able?

e Standard relation =SQL

® Same language for to query data + provenance!
® Relationship data + provenance

® Explicitly modelled
® Disadvantages

® Does not exploit overlap in provenance

ILLINOIS INSTITUTE 4
OF TECHNOLOGY
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Generation

Outline

Witness List based Provenance Models
Introduction

Provenance Model

Compositional Rules

Provenance Representation

Provenance Generation through Query Rewrite
Implementation

Recap
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Generation

Approach Roadmap - Compositional Rules

Declarative Compositional

Definition Rules —| Rewrite Rules

Relational
Query Results
+
Witness Lists

Witness Lists

ILLINOIS INST\TUTE\W
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Generation

Problem Statement

How to generate provenance?

® According to Provenance Semantics

® Using Perm representation

Challenges

® Storage Requirements: size of provenance
® Time-efficient: complex operations

® How access necessary information?

ILLINOIS INSTITUTE\V/
OF TECHNOLOGY
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Generation

Perm Provenance Generation

On-demand

® Observation: provenance not needed for every query

ILLINOIS INSTITUTE "/
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Generation

Perm Provenance Generation

On-demand

® Observation: provenance not needed for every query

® —-Only generate when requested by the user

ILLINOIS INSTITUTE\V/
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Generation

Perm Provenance Generation

On-demand

® Observation: provenance not needed for every query
® —-Only generate when requested by the user
® —Solves storage problem

ILLINOIS INSTITUTE\V/
OF TECHNOLOGY
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Generation

Perm Provenance Generation

On-demand

® Observation: provenance not needed for every query
® —-Only generate when requested by the user

® —-Solves storage problem

® Works without storing additional data?

ILLINOIS INSTITUTE\V/
OF TECHNOLOGY
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Generation

Query Rewrite

Approach
® Rewrite query Q — query QT

® Q' computes provenance + original results of @
® by adding provenance to the inputs (duplicate attributes)
® propagates provenance through the operations of the query

Result +
Result Provenance

= ©
5] !

olf
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Generation

Query Rewrite

Approach
® Rewrite query Q — query QT
® Q' computes provenance + original results of @
® by adding provenance to the inputs (duplicate attributes)
® propagates provenance through the operations of the query
® Rewrite defined as rules

® One rule for each “type of operation”
® Query rewritten by recursive application to each operation

ILLINOIS INSTITUTE W
OF TECHNOLOGY
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Generation

Query Rewrite Cont.

® Q1 is single standard SQL
® —Reuse DB technology
® Q" accesses the same data as Q
® —No need to store extra information

® Provenance generation as orthogonal SQL extension
® — Queries over provenance benefit from optimizer

® Correctness formally proven

ILLINOIS INSTITUTE W
OF TECHNOLOGY

Slide 33 of 43 Boris Glavic CS 595 - Hot topics in database systems: Data Provenance



Witness List
00000000000000000000000000000000000000800000000000

Generation

Example Query Rewrite

Example Query

SELECT sum(revenue) AS total, shop @
FROM sales

GROUP BY shop; Sales

Example (DB + Query Result)

Sales

_month | revenue_ Result

Migros | Jan 100 total shop |
Migros Feb 10 e

. 120 | Migros

Migros | Mar 10 50 Coo

Coop Jan 25 :

Coop Feb 25 )
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Generation

Example Query Rewrite

Rewrite: 1

Example Query

SELECT total, shop, P(Q+)
FROM

(SELECT sum(revenue) AS total, shop
FROM sales GROUP BY shop) AS orig

Sales

ILLINOIS INSTITUTE\V/
OF TECHNOLOGY
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Generation

Example Query Rewrite

Rewrite: 2

Example Query e

SELECT total, shop, P(Q+)
FROM

(SELECT sum(revenue) AS total, shop
FROM sales GROUP BY shop) AS orig

LEFT OUTER JOIN

(SELECT shop AS shop’,

FROM sales+
) AS orig+
ON (shop = shop’);

P(orig+)

Slide 34 of 43 Boris Glavic
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Generation

Example Query Rewrite

Rewrite: 3 Provenance Attrs: 1

Example Query

SELECT total, shop, P(Q+)
FROM

(SELECT sum(revenue) AS total, shop

FROM sales GROUP BY shop) AS orig
LEFT OUTER JOIN
(SELECT shop AS shop’, P(orig+)
FROM
(SELECT shop, month , revenue,
shop AS P(shop) ,
month AS P(month) ,
revenue AS P(revenue)
FROM sales) AS sales+
) AS orig+
ON (shop = shop’);

Sales

Sales

ILLINOIS INSTITUTE\W
OF TECHNOLOGY
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Generation

Example Query Rewrite

Rewrite: 3 Provenance Attrs: 2

Example Query

SELECT total, shop, P(Q+)
FROM
(SELECT sum(revenue) AS total, shop
FROM sales GROUP BY shop) AS orig
LEFT OUTER JOIN
(SELECT shop AS shop’, P(shop) , P(month) ,
FROM
(SELECT shop, month , revenue,

P(revenue)

shop AS P(shop) , month AS P(month) ,

revenue AS P(revenue)
FROM sales) AS sales+
) AS orig+
ON (shop = shop’);

GY
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Generation

Example Query Rewrite

Rewrite: 3 Provenance Attrs: 3

Example Query

SELECT total, shop, P(shop) , P(month) , P(revenue)

FROM
(SELECT sum(revenue) AS total, shop
FROM sales GROUP BY shop) AS orig
LEFT OUTER JOIN
(SELECT shop AS shop’, P(shop) , P(month) ,
FROM
(SELECT shop, month , revenue,

P(revenue)

shop AS P(shop) , month AS P(month) ,

revenue AS P(revenue)
FROM sales) AS sales+
) AS orig+
ON (shop = shop’);

GY

Slide 34 of 43 Boris Glavic CS 595 - Hot topics in database systems: Data Provenance



Witness List
00000000000000000000000000000000000000080000000000

Generation

Example Rewritten Query Result

Example (Result + Provenance)

120 | Migros | Migros Jan 100
120 | Migros | Migros Feb 10
120 | Migros | Migros Mar 10
50 Coop Coop Jan 25
50 Coop Coop Feb 25

ILLINOIS INSTITUTE 4
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Generation

Example Rewritten Query Result

Example (Result + Provenance)

total shop | P(shop) P(month) P(revenue) |

120 | Migros | Migros Jan 100
120 | Migros | Migros Feb 10
120 | Migros | Migros Mar 10
50 Coop Coop Jan 25
50 Coop Coop Feb 25

ILLINOIS INSTITUTE\W
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Generation

Example Rewritten Query Result

Example (Result + Provenance)

120 | Migros | Migros Jan 100
120 | Migros | Migros Feb 10
120 | Migros | Migros Mar 10
50 Coop Coop Jan 25
50 Coop Coop Feb 25
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Generation

Rewrite Rules Notation

® P(q): Provenance attributes of Q™
® MN(R): Provenance attribute names for relation R
® »: Concatenate two lists

® —,: Equality that considers null values as equal

ILLINOIS INSTITUTE 4
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Generation

Rewrite Rules Definitions

Definition (Rewrite Rules)

Structural Rewrite

g=R: q" = mrroNR)(R) (R1)
q= Uc((h) : q+ = UC(Q1+) (R2)
qg=rma(q1): gt =Tap) (™) (R3)

Provenance Attribute List Rewrite

P(a™) if g =o0c(q1) | ma(q1) | G age(q1) | 6(qn
P(g*) = { N(R) ifg=R

P(qi) » P(q2") else

Slide 37 of 43 Boris Glavic

CS 595 - Hot topics in database systems: Data Provenance



Witness List

00000000000000000000000000000000000000000800000000
Generation

Rewrite Rules Definitions

Definition (Rewrite Rules)

Structural Rewrite

q= aG,agg(ql) : q+ = 7TG,agg,P(qu)(O‘G,agg(ch

)
P><e=,x 7TG—>X,P(q1+)(q1+)) (R4)
q=10(q1): g =qf (R5)

Provenance Attribute List Rewrite

Pla™) if g=oc(aq1) | ma(aq1) | @G age(qr) | 6(a1)
P(a*) = { N(R) fq=R ’
P(git) » P(gt) else

Slide 37 of 43 Boris Glavic
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Generation

Rewrite Rules Definitions

Definition (Rewrite Rules)

Structural Rewrite
g=q1><c q2:
g=q1 ><lcq2:

q- = 7TQI,Q2,7>(q+)(<71+ ><c g27) (R6)
q+ = 7T01,Qz,7>(q+)(q1+ D¢ CI2+) (R7)

Provenance Attribute List Rewrite

P(at) if g =oc(q1) | ma(q1) | @6,ag(a1) | 6(qu
P(g") =S N(R) ifg=R

P(git) » P(gt) else

e OGY
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Generation

Rewrite Rules Definitions

Definition (Rewrite Rules)

Structural Rewrite
g=qUaq: q" =(q* x null(P(g2")))
U (mq,p(q+) (g2 x null(P(q17)))) (R8)

Provenance Attribute List Rewrite

P(a™) if g=o0c(q1) | ma(q1) | G agg(qr) | 9(q
P(g*) = S N(R) ifg=R

P(git) » P(g2™) else

OF TECHNOLOGY

Slide 37 of 43 Boris Glavic

CS 595 - Hot topics in database systems: Data Provenance



Witness List

00000000000000000000000000000000000000000800000000
Generation

Rewrite Rules Definitions

Definition (Rewrite Rules)

Structural Rewrite
g=qNaqa: q" =mq,pq+)(0(q1 N q2)

><IQ,=,X TQu—xP(qt)(@7)  (R9)
>Q;=,Y TQ,— Y,P(qz*)(q2+))

Provenance Attribute List Rewrite

P(a™) if g =o0c(q1) | ma(q1) | G age(q1) | 6(an
P(g") = { N(R) ifg=R

P(git) » P(g2™) else

GY
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Rewrite Rules Definitions

Definition (Rewrite Rules)

Structural Rewrite
g=q—q: g =mq,pe)(0(q — )

><Ig;=,X TQux,P(@ ) (@)  (R10)
x null(P(g21)))

Provenance Attribute List Rewrite

P(r™) if g=o0c(q1) | ma(q1) | @6,ag¢(q1) | 6(an
P(a") = { N(R) fa=R

P(qi") » P(g2") else
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Implementation

Outline

Witness List based Provenance Models
Introduction

Provenance Model

Compositional Rules

Provenance Representation

Provenance Generation through Query Rewrite
Implementation

Recap
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Implementation

Implementation

® modified PostgreSQL server

® SQL-PLE: language extension for provenance

€

® Postgres Client Interfaces

e JDBC
® psql (command line)
[ ]

® Perm Module (Provenance)
® implements query rewrites

® Open-source (http://permdbms.sourceforge.net/) oY

A\
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Implementation

Under the Hood

SELECT
PROVENANCE *
FROM ...

t— | g

User
JDBC
Parser & Execution
Analyzer [ Engine
123 'hello’ 245
445 ‘test' 1.333
A Query Results
Executor
Query Tree
Perm Query Plan
Module
P TE
Optimizer NOLOGY
Rewritten Query Tree 7y
L
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Implementation

Under the Hood

SELECT
PROVENANCE *
FROM ...

Lines of
code

Postgres &
Analyser$

Lines of
code

Parser &

Analyzer

~40.000
Lines of code

Perm
Module

itten Query Tree

Execution
5 s Engine
123 | helo' | 245
45 | test | 1338
A Query Results
Executor
Query Plan
NOLOGY
A
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Implementation

Efficiency?

Provenance Generation

® On demand = No storage required
® Single SQL query = Reuse DBMS optimizer

® Optimizations (nested Subqueries)

€

Provenance Querying

® Selections applied by the query

® ... push into provenance generation
W

ILLINOIS INSTITUTE "/
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Recap

Outline

Witness List based Provenance Models
Introduction

Provenance Model

Compositional Rules

Provenance Representation

Provenance Generation through Query Rewrite
Implementation

Recap
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Recap

Recap

Witness List Model

® Representation: Bag of lists of tuples
® Relational representation of query results + provenance
® Declarative Definition:

® For single algebra operators
e Sufficiency

e Maximality (Avoid false negatives)
e Minimality (Avoid false positives)
® Relevance (Avoid irrelevant tuples)

® Compositional Rules:
® Transitivity
® Query Rewrite Rules: .

® Single algebra operators GY
® Propagate provenance alongside query results

v
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Recap

Recap

® PostgreSQL extension
® PROVENANCE keyword activates rewrite
® Query g =Query g*

® g is standard SQL/algebra query
® Use unmodified optimizer of system

ILLINOIS INSTITUTE\V/
OF TECHNOLOGY
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Recap

Provenance Model Comparison

‘ Property

Representation

‘ Why

Set of Set of Tuples

‘ Lin

List of Set of Tuples

PI-CS
Set/Bag of List of Tuples

Language Support USPJ ASPJ-Set ASPJ-Set + Nested sub-
queries
Semantics Set Set + Bag™ Bag
Variants Wit, Why, IWhy Set/Bag Influence + Copy
Definition Decl. - Synt. - Decl./Synt. Decl. + Synt. Decl. + Synt.

Design Principles

Sufficiency - No false posi-
tives

Sufficiency + No false neg-
atives + no false positives

Sufficiency 4+ No false neg-
atives + No false positives

Systems - WHIPS Perm
Insensitivity Yes - No - Yes No No
ILLINOIS INST\TUTE\
OF TECHNOLOGY
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