
STEPS TO ISSUE A CERTIFICATE
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>keytool –genkey –keyalg RSA –alias youralias

 Tool asks for :

Keystore password: 

Alias Password:

Personal Information

Make note of the passwords and alias you used.

>keytool –export –alias youralias –file MyCertificateName.cer

Enter the keystore password from above when asked.

Go to Program Files/Java/jdk1.6.0/jre/lib/security. Place the certificate file MycertificateName.cer in that directory.


Execute the following command in a DOS window in the security directory:

>keytool –import –alias MyTrustedCertificate –keystore cacerts –file MyCertificateName.cer

 Note that the alias in this command is not youralias generated at the beginning of this process.

Enter keystore password: changeit (Note that changeit is the password for cacerts keystore located in the security directory of the jdk).

Jar the applet class

>jar cf MyAppletclass.jar  *.class (you have to be in the same directory as the applet class)

Create the signed jar now

>jarsigner –signedjar sMyAppletclass.jar MyAppletclass.jar youralias

The system will ask you for the first password entered (keyword password) when you created the certificate and then for the second password entered when you created the certificate (step 1 from this procedure).
NO Policy File is needed!!

Changes to the applet code do not require re-issuance of the certificate but the jar file and the signed jar file have to be regenerated

· The html file that the client is going to use to call the applet will have to have the archive attribute in the applet tag:


<APPLET CODE = "MyApplet.class"     ARCHIVE="MyJarFile.jar" WIDTH = "600" HEIGHT = "600"> </APPLET>
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