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Appletviewer can be used to view applets over the Internet using the following format:


appletviewer url



Where url  is the entire url of the html file

  


 (ex. http://www.cs.niu.edu/sample.html)

Of course appletviewer can be used with its parameter being a local file (format appletviewer filename.html).  
When working with applets which access outside resources, i.e. client/server applications like Assignment 4, use of appletviewer can result in error messages and unsuccessful connections due to security policies which do not allow certain actions/interactions  to occur.  These default policies can be changed by writing a policy file and “feeding it” into appletviewer.  

The following illustrates what occurs when one tries to use appletviewer with Assignment 4, the Auction client program.  (Bold being the code/received messages/format)  

appletviewer Auction.html

This appears to load the applet correctly.  Upon clicking the “connect” button, an exception is displayed (on the console/dos window) with its first line being the following:

java.security.AccessControlException: access denied (java.net.SocketPermission www.cs.niu.edu resolve)

When using a policy file, this problem can be taken care of.  

To begin, when using a security policy file, it needs to be specified in an appletviewer parameter in a format similar to the following.  

appletviewer -J-Djava.security.policy=policyfilename auction.html

The security policy file (for this need/application) has a format like this:

grant

{

   //put permissions in here 

};

That’s it!  For each message that is received regarding access being denied due to some particular reason, use the format:

permission 1st parameter  “2nd parameter”, “ 3rd parameter”;

The 1st, 2nd, 3rd parameter coincide with the information provided in the above exception java.security.AccessControlException: access denied ( 1st 2nd 3rd ).  The 3rd parameter may have multiple messages (i.e. resolve, connect).  Just put these all in the 3rd parameter quotation marks separated by commas.  

For the previous access denied message, the security policy file would look similar to the following: 

grant 

{

    permission java.net.SocketPermission

    "www.cs.niu.edu",

    "resolve";

};

Attempt to run the applet again using the appletviewer format shown above referencing the security policy file.  If additional “access denied” messages appear, add additional permissions to the policy file, in the format that has been specified.  

The policy file named by policyfilename for assignment 4 looked like this:

In policy file polfile
grant{

  permission java.net.SocketPermission

  "www.cs.niu.edu","resolve";

  permission java.net.SocketPermission

  "131.156.145.10:6789","connect,resolve";

};

Run this by using: 

appletviewer -J-Djava.security.policy=polfile auction.html

( I prefer to put the previous line in a batch file so I don’t have to type it over and over).  

That’s all there is to it.  There’s a security policy file referenced by the appletviewer parameter –J-Djava.security.policy=filename.  The security policy file has entries which resolve the AccessControlException messages that appear upon the start of or during execution of the program.   

Source 

Much of the information regarding security policies with JAVA in this document is based on information that was and can be found at http://java.sun.com/developer/onlineTraining/Programming/JDCBook/appA.html 

 entitled “Appendix A: Security and Permissions”.  This seems to be an excellent document that goes into even more depth regarding a variety of security permission issues.   

